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Abstract

We present the Real-Time Neuromorphic Spectrum Intelligence Simulator (RT-
NuSIS), a modular framework to study spiking neural network (SNN) and
memristor-inspired agents for dynamic spectrum access under constrained en-
ergy budgets and adversarial conditions. RT-NuSIS couples leaky integrate-and-
fire neuronal dynamics, memristive synaptic models, physics-informed energy-
harvesting models (triboelectric and RF), and adversary models including jam-
ming and Byzantine behavior. We formalize the simulator mathematically, prove
boundedness, present a mean-field adversary threshold, analyze per-step complex-
ity, and provide a reproducible benchmark harness for energy-per-inference, la-
tency, and robustness metrics. The codebase is modular, deterministic by seed,
and designed for large-scale event-driven simulations.

1 Introduction

Real-time decisions at the network edge—e.g., spectrum sensing and channel allocation—demand
solutions that are both energy-efficient and robust to adversarial interference. Neuromorphic ap-
proaches, built on sparse, event-driven spiking computations and device-efficient synapses, promise
a favorable trade-off between latency and energy consumption [Indiveri and Liu, 2015, Davies et al.,
2018]. Simultaneously, cognitive radio research provides models and metrics for spectrum utiliza-
tion under primary/secondary user dynamics [Akyildiz et al., 2006]. RT-NuSIS was developed to
enable systematic, reproducible experiments at this intersection: study how neuromorphic agents
perform spectrum tasks when constrained by harvested energy and exposed to intelligent adver-
saries.

Contributions. (i) A concise mathematical specification of per-node hybrid dynamics combining
LIF neurons, memristive synapses, and energy budgets; (ii) formal adversary models and a mean-
field threshold p⋆ separating graceful degradation from collapse; (iii) complexity and stability analy-
ses; (iv) an open, deterministic implementation and benchmark harness for large-scale, event-driven
simulation.

2 Related work

Prior simulators and hardware for spiking networks and neuromorphic computing include NEST,
SpiNNaker and Loihi, which provide diverse trade-offs between fidelity and scale [Gewaltig and
Diesmann, 2007, Furber et al., 2014, Davies et al., 2018]. Memristive synapse proposals and demon-
strations establish plausible device models for dense on-chip storage and in-situ updates [Strukov
et al., 2008]. Energy-harvesting research (particularly triboelectric nanogenerators, TENGs) pro-
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vides physical models and practical envelopes for self-powered nodes [Wang, 2021]. For adversar-
ial modeling in wireless contexts, GAN-based spoofing and jamming studies motivate our attack
primitives [Shi et al., 2019, 2020]. RT-NuSIS synthesizes these strands into a single experimental
platform.

3 Mathematical model

We summarize the per-node state and the coupled dynamics. Let N = {1, . . . , N} denote nodes
and C = {1, . . . , C} channels. Time is continuous; the implementation uses an event-driven hybrid
with a timestep ∆t for scheduled tasks.

3.1 Node state

Each node i maintains the state si(t) =
(
Vi(t),wi(t), Ei(t),bi(t)

)
, where Vi is membrane potential

(or vector of potentials for a small decision population), wi are synaptic/memristive weights, Ei is
stored energy (J), and bi is a belief vector over channels.

3.2 LIF neuronal dynamics

We model each decision neuron as a leaky integrate-and-fire unit. For a single neuron:

τm
dV

dt
= −V (t) +RI(t) + σV ξ(t), (1)

with threshold θ and instantaneous reset V ← Vr after a spike. Input current I(t) combines synaptic
contributions and sensory drive: I(t) =

∑
j wjsj(t) + Isens(t), where sj(t) =

∑
k δ(t − tkj ) are

incoming spike trains. Spike-driven synaptic filtering is implemented via exponential kernels as in
standard SNN formalisms [Gerstner and Kistler, 2002].

3.3 Memristive synapse dynamics

We model synaptic weights w as memristive devices with internal state variable x ∈ [0, 1] mapping
to conductance G(x) = GONx +GOFF(1 − x) and first-order dynamics ẋ = ηF(Vpre, Vpost) − λx,
where F models STDP-like potentiation/depression and λ is a drift/leak term to capture retention
effects [Strukov et al., 2008]. Windowing functions are used to avoid boundary saturation.

3.4 Spectrum sensing and channel selection

Node i senses power yi,c(t) on each channel c. A feature extractor Φ converts spike timing or
rate information to scores; the belief vector is bi(t) = softmax(Φ(Vi(t))). A node selects channel
c⋆ = argmaxc Ui(c; Ei,bi) where Ui is a utility that trades expected throughput and energy cost.

3.5 Energy harvesting and budget

Energy balance follows
Ėi(t) = P harv

i (t)− P cons
i (t)− P leak

i , (2)
with harvesting P harv

i (t) = PRF
i (t) + PTENG

i (t) + P env
i (t). RF-harvesting is modeled as pro-

portional to incident RF power density and coupling efficiency; TENG output is represented by a
nonlinear parametric curve fit to device characterization curves [Wang, 2021]. Consumption P cons

includes sensing, inference (spiking events and synaptic updates) and transmission costs; costs are
parameterized per spike and per synapse update to permit alternative energy-per-op models.

3.6 Adversary models

RT-NuSIS provides primitives: Constant jammer adds NJ(c, t) to channel noise; Reactive jam-
mer monitors and injects interference selectively; Byzantine learner during cooperative aggrega-
tion sends corrupted parameters w̃ = w + δ; Waveform spoofing injects generative-model signals
to emulate primary users [Shi et al., 2019]. Adversary fraction p denotes the proportion of nodes un-
der adversarial control; system-level degradation is quantified via detection AUC and false-positive
rate as functions of p.
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4 Optimization objectives and search

We define a multi-objective reward for configuration Θ:

J (Θ) = αPerf(Θ) + βUtil(Θ)− γ Energy(Θ), (3)

where Perf measures detection accuracy, Util is spectrum utilization, and Energy is average energy-
per-inference. RT-NuSIS includes a genetic algorithm (GA) with tournament selection, uniform
crossover, and adaptive mutation to explore Θ; GA is suitable for discrete/heterogeneous parameter
spaces (see Goldberg [1989]).

5 Theoretical analysis

Per-step complexity. Let N be the number of nodes and d the average outgoing synapses per deci-
sion neuron. For event-driven updates, each emitted spike triggers O(d) synaptic updates; thus the
amortized compute per simulated time unit scales with the spike rate ρ as O(ρNd). When activity
is sparse (ρ≪ 1), event-driven batching yields substantial savings versus dense time-stepping.
Boundedness of hybrid dynamics. [Bounded membrane potentials] Assume inputs |I(t)| ≤ Imax,
weights |wij | ≤ Wmax, and memristor states x ∈ [0, 1]. Then solutions Vi(t) of (1) with reset
remain bounded for all t ≥ 0.

Sketch. Between spikes, (1) yields V (t) = V (0)e−t/τm+ R
τm

∫ t

0
e−(t−s)/τmI(s) ds+noise, bounded

by RImax. Each reset sets V →Vr, preventing runaway growth. Bounded w and x imply bounded
inputs; the stochastic term is sub-Gaussian with finite moments. Hence V (t) is uniformly bounded.

Mean-field adversary threshold. Majority voting on channel decisions: honest votes correct
with probability q > 1/2; adversarial votes may oppose truth. With H = (1 − p)N honest and
B = pN adversarial nodes, expected net margin is µ = H(2q−1)−B. Using Chernoff/Hoeffding,
Pr(S ≤ N/2 − B) ≤ exp

(
− 2(Hq−(N/2−B))2

H

)
for the count of correct votes S; thus µ > 0 gives

p⋆ < 2q−1
2q and the majority-flip probability decays exponentially when µ≫

√
N .

GA convergence remarks. Schema theorems [Goldberg, 1989] guarantee expected propagation
of high-quality schemata; under ergodicity and nonzero mutation the population Markov chain is
irreducible/aperiodic with a stationary distribution concentrating on fitter regions as mutation de-
creases. Practical convergence depends on population size P , mutation µm, elitism, and landscape
ruggedness; RT-NuSIS uses P ∈ [64, 512] with adaptive mutation.

6 Implementation highlights

RT-NuSIS is organized in modular Python components: simulator.py (orchestrator),
snn engine.py (event-driven LIF core), memristor.py (device models), cognitive radio.py
(sensing/scheduling), harvester.py (parametric harvesting), attack manager.py (adversary
scheduling), and genetic optimizer.py. Experiments are deterministic via seed-controlled
RNG objects and configuration JSON manifests. Data export supports CSV/JSON for
reproducible analysis. The simulator implementation and benchmark harness are open-
sourced at github.com/ka-cyber/Realtime-Neuromorphic-Simulator, with a live demo at
ka-cyber.github.io/Realtime-Neuromorphic-Simulator. All code and benchmark arti-
facts were anonymized only for double-blind review and are now fully public.

7 Experiments and benchmarks

All experiments use the same deterministic harness: synthetic primary-user traces, seeded node
initializations, and controlled adversary schedules. Benchmarks measure detection AUC, energy-
per-inference (modeled from per-event costs), latency (time-to-decision), and spectrum utilization.
The representative configuration uses a sparse decision population (5–20 neurons per node), mem-
ristive synapses with x leakage λ = 10−4 s−1, RF harvesting efficiency ηRF = 0.3, and TENG
parameters taken from device fits in Wang [2021].
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Table 1: Phase-wise performance metrics over a 300 s run with 1000 nodes and 30% adversarial
fraction. Results are averaged over the corresponding phase. Energy-per-inference is reported in
µJ/inference, and latency in ms.

Phase Duration Avg Perf Learn Acc Spec. Util. (%) Throughput Energy/Inf. (µJ) Latency (ms)
Initialization 0–100 s 61.66 0.519 32.98 14.39 33.04 94.30
Steady State 101–200 s 63.01 0.556 30.55 13.34 33.03 104.89
Maturation 201–300 s 64.32 0.589 27.48 12.01 33.04 114.81

Figure 1: Neuromorphic performance evolution over time, showing steady improvements in per-
formance score and learning accuracy over a 300 s run. The rising curves validate that memristive
synaptic plasticity enables effective adaptation under energy constraints.

Figure 2: Multi-parameter temporal evolution showing performance score, learning accuracy, spec-
trum utilization, energy expenditure, spike rate, and throughput simultaneously. This view highlights
RT-NuSIS’s ability to track cross-layer interactions between neuromorphic computation, energy har-
vesting, and adversarial conditions.
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These results demonstrate that RT-NuSIS can track neuromorphic learning progress, energy con-
sumption, and spectrum usage simultaneously. Performance score and learning accuracy improve
across phases despite adversarial activity, while spectrum utilization decreases slightly as nodes
make more selective channel choices under energy constraints. The framework maintains robust
behavior up to 30% adversarial nodes and provides realistic energy profiles for evaluating deploy-
ment trade-offs, validating its usefulness as a reproducible research tool for neuromorphic spectrum
intelligence.

Table 2: Feature comparison of RT-NuSIS with NEST and Brian 2 simulators.

Feature NEST Simulator Brian 2 Simula-
tor

RT-NuSIS Simu-
lator

Energy Consumption Modeling Limited (via hard-
ware benchmarks)

No Comprehensive
(real-time metrics
and dashboards)

Adversarial Attack Modeling No No Yes (jamming,
spoofing, Byzan-
tine faults)

Energy Harvesting Models No No Yes (triboelectric,
RF, ionic wind)

Hardware Benchmark Support Indirect (via hard-
ware evaluations)

No Yes (real-time
simulation with
performance
dashboards)

Neuromorphic Model Types Spiking Neural
Networks (SNNs)

Flexible,
equation-oriented
models

SNNs, Memristor
Networks, Hybrid
Models

RT-NuSIS extends existing neuromorphic simulators by offering comprehensive real-time energy
consumption tracking and realistic energy harvesting models, alongside robust adversarial attack
simulation. Unlike NEST and Brian 2, which focus primarily on neural dynamics and flexible neu-
ron modeling without energy consumption or hardware benchmarking, RT-NuSIS targets practical
deployment scenarios for neuromorphic wireless spectrum intelligence applications.

8 Discussion and limitations

RT-NuSIS provides a controlled simulation environment designed for reproducible research. Energy
estimates rely on per-operation cost models and published device/processor metrics (e.g., Loihi en-
ergy numbers used only for calibration) rather than direct silicon measurements. Memristor models
are phenomenological; device-specific characterization should replace them for hardware-validated
claims. Adversary models capture representative behaviors but not all physical-layer attack com-
plexities.

Compared to existing simulators, RT-NuSIS offers a unique integration of features tailored for neu-
romorphic spectrum intelligence research under energy and adversarial constraints. General-purpose
spiking neural network simulators like NEST and Brian provide highly flexible, widely used plat-
forms for SNN modeling and simulation but do not incorporate detailed energy consumption or
adversarial threat models, limiting their applicability for edge computing under hostile conditions
[Gewaltig and Diesmann, 2007, Fang et al., 2023]. DYNAP-SE2 represents specialized neuromor-
phic hardware designed for on-chip spiking computation; however, it is a fixed platform specific
to a manufacturer and does not offer simulation or benchmarking across diverse hardware [Balaji
et al., 2019]. SpiNeMap focuses on efficient mapping of SNNs to neuromorphic hardware, aiding
deployment but lacking comprehensive simulation capabilities [Richter et al., 2023].

In contrast, RT-NuSIS integrates energy-aware models, adversarial threat scenarios, and cross-
manufacturer benchmarking capability within an open-source, modular simulation framework. This
combination allows systematic exploration of trade-offs between energy efficiency, robustness, and
learning performance, uniquely addressing the needs of neuromorphic spectrum intelligence that are
unmet by current tools.
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9 Conclusion

We introduced RT-NuSIS: a unified, modular simulator for neuromorphic spectrum intelligence that
couples SNN dynamics, memristive synapses, realistic energy-harvesting models, and adversarial
scenarios. The framework is deterministic, scalable, and designed to foster reproducible experiments
at the intersection of neuromorphic computing and wireless systems. RT-NuSIS enables systematic,
energy-aware evaluation of spiking neural network approaches under realistic constraints, including
dynamic adversarial interference and harvested energy budgets. By integrating diverse manufacturer
data and adversarial models, it supports cross-platform benchmarking and robust design exploration.
Future work will focus on enhancing hardware integration, expanding adversarial complexity, and
developing richer benchmark suites to further accelerate research toward practical neuromorphic
spectrum intelligence deployments.
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