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Abstract

We present an algorithm for constructing tensor-train representations of functions.
The method only requires black-box access to the target function and a small set
of sample points defining the domain of interest. Thus, it is particularly well
suited for tensorizing machine learning models, where the domain of interest is
naturally defined by the training dataset. We show that this approach can be used to
enhance the privacy and interpretability of neural network models. Specifically, we
apply our decomposition to (i) obfuscate neural networks whose parameters encode
patterns tied to the training data distribution, and (ii) estimate topological phases of
matter that are easily accessible from the tensor train representation. Additionally,
we show that this tensorization can serve as an efficient initialization method for
optimizing tensor trains in general settings, and that, for model compression, our
algorithm achieves a superior trade-off between memory and time complexity
compared to conventional tensorization methods of neural networks.

1 Introduction

Despite their successes, neural networks (NNs) have a significant drawback that limits their use
in many applications: they function as black boxes, with no direct means of understanding their
inner workings. Interpreting the output of a NN typically requires post hoc techniques to explain its
decisions [1, 2]. An alternative approach is to develop models that are inherently interpretable [3, 4].
However, in practice, improvements in interpretability tend to be linked to limitations in expressivity.

Another significant concern with NN is privacy [5, 6]. The lack of interpretability makes it difficult to
determine whether sensitive information has been memorized. Current techniques aim to mitigate this
risk by training models through reinforcement learning with human feedback, or using the framework
of differential privacy [7—-10]. These solutions are computationally expensive and negatively impacts
model performance, including accuracy and fairness [11]. Moreover, these methods primarily aim to
protect against membership inference attacks, which reveal the presence of specific data points in a
dataset [12]. However, they offer limited protection against property inference attacks, which aim to
extract properties of the entire training dataset [13].

Among the possible solutions to these issues are Tensor Network (TN) models. Tensor networks
provide efficient representations of high-dimensional tensors with low-rank structure. Originating in
condensed matter theory, they were developed as tractable representations of quantum many-body
states, facilitating the study of entanglement, symmetries, and phase transitions [14—16]. Due to their
practical efficiency, TNs have become a fundamental tool to simulate large quantum systems [17-22].
Recently, TNs have been proposed as machine learning models for broader tasks. Initial studies in
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this area [23, 24] implemented 1D models, known as Tensor Trains (TTs) [25] or Matrix Product
States (MPS) in the physics literature [26]. Subsequent research introduced the use of more complex
tensor networks [27-30].

TNs have been shown to outperform other deep and classical algorithms on tabular data in anomaly
detection tasks [31]. Furthermore, from their successful application in representing complex quantum
systems, TNs are known to be effective in modeling probability distributions, especially when the
network layout aligns with the data structure (e.g., using 2D PEPS for image modeling [30]). This
structural alignment enables TNs to access critical information directly, such as the correlations within
the data (i.e., the entanglement structure when studying quantum systems), or efficient computation
of marginal and conditional distributions.

Motivated by this, we aim to employ low-rank tensor decompositions to transform the entire NN
black-box into a single TN, thereby enhancing interpretability and privacy in the reconstructed
model. To achieve this, we draw on the ideas of cross interpolation [32] and of sketching [33] for
approximating probability distributions with TTs. The resulting algorithm, Tensor Train via Recursive
Sketching from Samples (TT-RSS), is better suited for decomposing NNs when provided with a
set of training samples that define the subregion of interest within the model’s domain. Using it,
we achieve promising results in approximating classification models, and we demonstrate that the
resulting tensorized models are more private and interpretable than the original ones. Moreover, we
discuss how this tensorization method can serve as a general approach to randomly initialize TTs, and
we argue that decomposing NNs in this manner can effectively compress models, achieving a better
trade-off between memory and time efficiency compared to alternative methods [34-37]. These two
are pressing problems in the area of machine learning based on TNs. An implementation of TT-RSS
is available in the open-source Python package TensorKrowch [38].

2 Tensor trains via recursive sketching from samples: main idea

In this work we are interested in decomposing n-dimensional continuous functions f : X7 x -+ X
X, — R, with X;,...,X,, © Rinto TT form. We choose scalar functions for simplicity, since the
extension to vector-valued functions is straightforward. A function f admits a TT representation
with ranks r1,...,r,_1 if there exist functions, also referred to as cores, G1 : X1 x [r1] — R,
Gg ¢ [rk—1] x Xg x [rx] > Rforall ke {2,...,n—1}, and G, : [rp—1] x X;;, — R, where
[re]={1,...,7x}, such that

f(-rla ce 7$n) = Gl('rlv al)GQ(ala Z2, 02) te Gn—l(an—27 Tn—1, O‘n—l)Gn(an—h -Tn) (1)
for all (z1,...,2,) € X7 X --- x X,,. We use Einstein’s convention to implicitly sum over the
repeated indices {a, ..., ap_1}.

When the function f is discrete, the cores are discrete tensors. Otherwise, the cores are continu-
ous functions, expressed as linear combinations of a small set of embedding functions such that
Gr(ag—1, 2k, ar) = Grlag—_1,ir, o)k (ix, zx). For simplicity, below we consider a discrete
function f : [d1] x - - - X [d,,] — R and assume it admits a TT representation with ranks r1, ..., 7, 1.
Additionally, we are given a set of N pivots, x = {(x],...,X;,) : X € [d;]}ie[n], Which represent
points defining a region of interest within the domain of f (e.g., training points from the model).

The algorithm is based on the observation that f can be treated as a low-rank matrix. This means that
there exists a decomposition of each unfolding matrix of f of the form

F(@1s Thg1in) = Pr(@ 1ok, o) Vi (Ok, Tt 1im), )

where o, € [1k], Taw = (Ta, Tat1,- -, 2), and @y, and Uy, are matrices whose column and row
spaces, respectively, span the column and row spaces of f. Since we assume that f admits a TT
representation, one possible decomposition of its k-th unfolding matrix is obtained by contracting the
first k£ and the last n — k cores, respectively. Therefore, if we can efficiently obtain a set of vectors
spanning the column space of the unfolding matrices of f, we can define

O (1, ) = Pr—1(@1:k—1, 0h—1) G (-1, Tpe, i), 3

from which each core can be determined. This result is formalized and proved in Ref. [33]. To
implement this idea efficiently, we construct the column spaces of f by restricting to a subset of
columns indexed by the elements in {x} ;.. }ie[n,,,.,] and then applying a random projection.



This is achieved by defining projections Tx1 : [dr+1] X -+ x [dn] X [Ng+1.n] — R, such that
Dp (1.6, k) = f(21:86, Thr1:n) Thr1 (Tht1:n, k) for k € [n — 1]. Moreover, to reduce the number
of equations to solve, we define Sk—1 : [N1.k—1] x [d1] X -+ x [dx—1] — R to restrict to the rows
indexed by the elements in {x} i Jie[N1..]- Using both S and 7', the equations to be solved are

Sk—1(Br—1,T1:8—1)Pr—1(T1:6—1, Wp—1) G (-1, Tk, k) = Sk—1(Be—1, T1:6—1) Pk (T1:1, k).

“

This way, we define sketches such that applying them entails evaluating f at a polynomial number of
relevant points (e.g., elements from the training set when decomposing NNs) to construct the tensor
f(x1:6-1, [dk], Xk+1.n), making the method efficient for any type of function. In contrast, TT-RS,
the previous approach from Ref. [33], uses random sketches for .S and T, incurring a computational
cost that scales exponentially with n.

The full algorithm is shown in the pseudo-code below

Algorithm 1 Tensor Train via Recursive Sketching from Samples

Require: Discrete function f : [di] x - x [d,] — R.

e _ . i N
Require: Sketch samples x = {(x1,.. ., %) 1 xj € [d;] 1.
Require: Target ranks 71,...,7,_1.
S1y-«-y8n—1,12,...,T;, < SKETCHFORMING(X).
®q,..., P4 — SKETCHING(f, 81, .,8n—1,12,...,Th).
By,...,B, <« TRIMMING(®q,..., D, r1,...,Th_1).
Ai,...,Ay_1 < SYSTEMFORMING(B1,...,Bn_1,81,---,8n—1)-

Solve via least-squares for the unknowns Gy : [d1] x [r1] = R, G : [rr—1] x [dk] x [rx] = R
forallke {2,...,n—1},and G, : [rp—1] X [dn] — R:
Gi(z1,01) = Bi(w1, 1),
Ak—1(Br-1, k—1)Gr(ak—1, Tk, ar) = Br(Br—1, 2, 01), ke {2,...,n—1},
An71<6n71a anfl)Gn(anflvl‘n) = Bn(ﬁnflaxn)-
return G4,...,G,

The subroutines SKETCHFORMING, SKETCHING, TRIMMING, and SYSTEMFORMING correspond,
respectively, to the steps of creating the sketch functions 7} and Si_; to f, forming the coefficient

matrices ®, finding the proper tensor ranks via singular value decomposition (SVD), and forming
the system of equations that is eventually solved. All of them are described in detail in the long
version of the work [39].

3 Applications

Now we detail several applications of TT-RSS to fulfill different purposes. All experiments described
below, and additional ones, can be found in https://github.com/joserapa98/tensorization-nns.

Privacy Recently, a privacy vulnerability known as property inference has been observed that might
affect machine learning models trained via gradient descent methods [13]. It was shown that during
the learning process, the distribution of the parameters begins to exhibit biases associated with biases
in certain features of the dataset. More significantly, this effect was observed even when the biases
appeared in features that were not relevant to the learning task. To address this issue, it was proposed
to replace NN models with TNs, whose gauge freedom is well-characterized, since his freedom
allows the parameters of the models to be redefined independently of the learning process, effectively
removing hidden patterns.

Here we study property inference vulnerabilities in a much more realistic scenario than that in
Ref. [13]. We use the CommonVoice dataset [40], training models to classify voices by gender
(male or female), and attack them to infer if the training dataset contained a majority of points with
“England English* or “Canadian English* accent. Each voice sample is represented as a vector in
[0,1]5%, and the irrelevant information (the accent) cannot be easily extracted from the features
available, in contrast with Ref. [13].
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Figure 1: Accuracy of logistic regression models trained to classify whether a model was trained
on a dataset with a majority of datapoints with the “England English” value for the feature accent
or a majority of datapoints with the “Canadian English” value. For each percentage of imbalance
in the training datasets of the models—in the horizontal axis—, a dataset is formed from 500 models
trained on 20 different datasets (10 datasets per percentage, with 25 models per dataset). Then, an
attack classifier is trained on each of these datasets, and used to predict the majority class in the
training dataset of unseen models. The accuracy of such attacks is depicted in the vertical axis. For
each configuration, attacks are evaluated via 10-fold validation, and mean accuracies are displayed
with error bars at +£0.50, where o denotes the standard deviation. While tensorization reduces the
exposed information due to only approximating the original model, it is notably the gauge-based
process which erases all information about the accent from the model parameters.

We first use fully connected NNs consisting of one 50-neuron hidden layer and a 2-neuron output
layer. Between them, we use dropout and ReLU activation functions. The models are trained to
minimize the negative log-likelihood using Adam. For tensorization, we select as pivots points that
are not part of the training or validation sets, and we setd = 2, r = 5, and N = 100.

Tensorized models initially exhibit reduced accuracies, typically around 70%-75%, in contrast with
the 80%-82% of the NNs. Thus, in a second step, we re-train the models for 10 epochs using the
pivots. This process improves accuracy to approximately 78%-80%. This makes an acceptable
tradeoff for enhanced privacy. Then, we obfuscate the TT models’ parameters, by multiplying each
core by independent, random, orthogonal matrices and their transposes between contractions. Since
the added matrices are orthogonal, they cancel out with their transposes in adjacent contractions,
preserving the TT’s overall behavior.

As attacks, we use logistic regressors trained on 250 NN for each of various percentages of imbalance
between accents, for which we provide the corresponding labels. We consider two scenarios:
(1) black-box access, where the input to the regressors is classifications made by the model on
100 predetermined samples equally divided between woman or man, and “England English* and
“Canadian English* accents (none of them being training points for any of the models), and (ii)
white-box access, where the input to the regressors is the collection of parameters of the model. The
results of the attacks are depicted in Figure 1.

Interpretability In recent years, several approaches have emerged to approximate quantum states
via neural network representations [41-45]. However, these representations often lack the capacity to
analyze properties of the states directly [46—48]. The methodology we propose leverages pre-trained
neural-network quantum states (NNQS) to derive a TN representation, enabling the direct study of
such properties.

We illustrate this approach by estimating the symmetry-protected topological (SPT) phase of the
Affleck-Kennedy-Lieb-Tasaki (AKLT) state [49]. We reconstruct a TT representation of the state via
TT-RSS using only pivots (i.e., black-box information about the state) and use this representation to
compute the order parameter defined in Ref. [S0]. We reconstruct perfectly the AKLT state from just
14 pivots, even for states up to 500 sites. Notably, the order parameter reaches its expected value,
namely —1, with as few as 6 pivots. This demonstrates that our method can estimate order parameters
of systems with hundreds of sites in just a few seconds, in sharp contrast to the alternatives [46—48].



Initialization and compression As a side effect of tensorizing machine learning models via TT-
RSS for privacy and interpretability, we observe two additional phenomena that can be independently
exploited and address relevant problems in machine learning based on tensor networks. On the one
hand, if the TT obtained through TT-RSS exhibits lower accuracies compared to the original NN
models, these TTs could still serve as starting points for further optimization. This suggests that
TT-RSS could be utilized as an initialization mechanism for TT machine learning models. On the
other, TT-RSS allows us to leverage the efficiency of tensor networks. By tensorizing NN models, we
can produce TT models that use fewer parameters, leading to reduced memory and computing costs.

We have performed initial assessments of the capabilities of TT-RSS in these two fronts. We find
that using as initialization for a TT model the tensorization of a simple model (such as a logistic
regressor or a shallow NN) trained in the training dataset clearly outperforms the alternative available
strategies (see Table 1). Regarding model compression, we have compared TT-RSS with other
common techniques that tensorize NNs in a layer-wise fashion, finding a priori superior memory-
time efficiency tradeoffs, albeit the results are currently limited to moderately small models.

Table 1: Training accuracies of TT models trained via the Adam optimizer (learning rate = 10>,
weight decay = 10719) for the classification task used in the privacy experiments, initialized via
TT-RSS applied on the NN models trained there, TT-RSS applied on the uniform distribution, stacks
of Haar-random unitary matrices, and Gaussianly and later brought to SVD-based canonical form.

Training steps TT-RSS  TT-RSS random  Unitaries Canonical

0 80.40 51.88 45.07 48.93
100 87.01 54.20 81.93 50.29
200 89.45 55.35 82.57 50.22

4 Conclusions

In this work, we have presented a tensorization scheme that combines ideas from sketching and cross
interpolation, resulting in an efficient method for function decomposition, TT-RSS. The key idea is
having black-box access to the function, together with a small set of points (the pivots) that define a
subregion of interest within the function’s domain.

While applicable to general functions, this method is particularly well-suited for machine learning
models, where the subregion of interest is defined by the training dataset. Using only a small number
of these samples, we demonstrate that it is possible to reconstruct models in TT form for tasks such
as image and audio classification.

We demonstrate that TT-RSS can be used to obfuscate NN models, enhancing privacy protection
through the well-characterized gauge freedom of TTs. Additionally, we have found that TT-RSS
leads to representations that are interpretable. Concretely, it is possible to estimate physical quantities
(in our example, the SPT phase of the AKLT state) from them. Thus, TT-RSS (and extensions to
higher-dimensional cases) offer a promising path towards extracting physical properties of systems
represented by neural network quantum states [43].

Moreover, TT-RSS can serve as an initialization technique for training TT models. One can first
train a simpler model, such as a linear or logistic model, to obtain a function that returns values
within a controlled range across the domain. Then, applying TT-RSS allows the construction of a TT
model with the desired embedding, providing stable results in the domain of interest. We also show
indications that it can perform as a compression algorithm, reducing both the number of operations
and the number of variables compared to the original models.

In conclusion, the approach presented here provides a promising framework for efficiently decompos-
ing NN models into TN forms, offering improvements in privacy protection, model interpretability,
and computational efficiency. The potential for extending these methods to higher-dimensional
problems is particularly compelling, as it could address the computational challenges inherent in
training TN in such settings while retaining their advantages over standard NN models.
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